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Cybersecurity	Self-Check
Most	breaches	at	small	businesses	start	with	ordinary	gaps,	not	sophisticated
attackers.	Run	through	this	in	five	minutes	to	see	where	you	actually	stand.

7	WARNING	SIGNS	TO	CHECK	RIGHT	NOW

Shared	logins.	A	shared	inbox,	admin	password,	or	social	account	passed	around	between
people.

No	offboarding	process.	When	someone	leaves,	is	access	revoked	the	same	day	—	or	does	it
just	sit	there?

Outdated	software.	Old	plugins,	unpatched	servers,	point-of-sale	systems	nobody's	updated	in
a	year.

Untested	backups.	Having	backups	isn't	the	same	as	knowing	they	actually	restore.

Personal	devices,	no	separation.	Personal	phones	and	laptops	with	access	to	business	email,
Slack,	or	accounting	systems.

No	multi-factor	authentication.	MFA	missing	on	email,	banking,	or	admin	accounts	—	the
single	highest-leverage	gap	to	close.

Nobody	owns	security.	Not	"everyone's	responsible"	—	an	actual	named	person	who	owns	the
decisions.

WHAT	AN	AUDIT	ACTUALLY	CHECKS

Who	has	access	to	what,	and	whether	it	still	makes	sense

Where	sensitive	data	lives	and	how	well	it's	protected

What's	outdated,	unpatched,	or	unsupported

Whether	backups	actually	restore,	not	just	exist

What	happens,	step	by	step,	if	one	account	is	compromised	today

Scoring	yourself
Checked	0–1	boxes:	solid	baseline,	worth	a	light	review.	2–3:	real	gaps	worth	closing	soon.	4+:	an
audit	isn't	optional	anymore	—	it's	overdue.

Want	a	proper	read	on	where	you	stand?	hello@bitstick.co.in bitstick.co.in


